
Fax-Compatible Internet Appliance 

Claim for Priority: 

5 Priority is hereby claimed from Provisional Patent Application Serial Number 60/217,627, 
filed July 1 1 3 2000, for "Fax-Compatible Internet Appliance". 

Field of the Invention: 

This invention relates to an Internet appliance, and in particular, to a fax-compatible 
10 Internet appliance. 

□ Background of the Invention: 

Facsimile (fax) machines are used to transmit images of printed documents from one place 
Q to another. Typical fax machines are capable of both sending and receiving transmissions. 
i|| Fax machines use bi-directional digital communication signals, represented as audio tones 
: ;1 SJ transmitted across standard telephone lines. Fax transmission techniques are in the same 
* general family as modem (modulator/demodulator) data communication used by computers 

and data processing systems, and it is possible for the modem of a computer system to 

support data communication between the computer and a fax machine, in addition to 
ig| computer-to-computer data communication. The standards that govern interoperation of fax 

systems are set and governed by the CCITT. 

Typically, a fax transmission is point-to-point, as is illustrated in Fig. 1 . One fax machine 
(the transmitter) places a standard telephone call to the telephone line assigned to a 

25 second fax machine (the receiver). If the receiver's telephone line is shared with a voice 
phone or other functions, then one of a variety of methods is used to answer the call and 
determine that it is a fax transmission and should be directed to the receiver fax machine, 
as opposed to a voice or other data call. Once the call is answered by the receiver, the 
receiver and transmitter enter into a "negotiation" to determine the maximum data 

30 transmission rate supported by the transmitter, the receiver, and the intervening telephone 
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line, as well as the usage of other features and protocols that the systems may optionally 
support. After the connection is completely established, the transmitter sends the data 
representing the contents of each page of the fax transmission to the receiver, where the 
data may be temporarily buffered and is printed. The transmitter and receiver have an 
5 ongoing handshake protocol to prevent the data buffers of the receiver from overflowing, 
which may happen if the receiver cannot print the pages received as quickly as the data 
defining them arrives. 

As illustrated in Fig. 2, a conventional fax device 200 includes a controller/sequencer 201, a 
10 scanner subsystem 202, a paper intake transport mechanism 203, a printer subsystem 

204, a blank paper transport mechanism 205, front panel controls 206, and a telephone 
CI communication subsystem 207. The controller/sequencer 201 is typically an embedded 
Jj microprocessor system, and implements the communication protocols and generally 
W controls the fax system device 200. It also contains a memory buffer subsystem 208 in 
dl which data is stored prior to transmit or after receipt. The scanner subsystem 202 is 
\*i typically an optical scanner that "reads" the surface of the page(s) to be transmitted and 

hi- i 

creates an equivalent digital bitmap image. The paper intake transport mechanism 203 is a 
\j mechanical system for taking in the page(s) to be transmitted, passing them through the 
f " scanner subsystem, and placing them in an outfeed tray. The printer subsystem 204 is a 
2$ printer, such as a thermal or ink jet printer or other digital print device that creates hard 
copy documents based on the page image data received. The blank paper transport 
mechanism 205 is a mechanical system for taking blank paper from a reservoir, passing 
them through the printer subsystem, and placing them in an outfeed tray. The front panel 
controls 206 is a user interface to the fax system, typically including an array of buttons or 
25 keys and a display such as a liquid-crystal or electroluminescent display. The telephone 
communication subsystem (telephone line interface 207) serves as an interface between 
the fax machine to the telephone line and other fax machines. The constituent components 
of the conventional fax device 200, such as the scanner, printer, and controller, are also 
capable of being configured as a copy machine. Documents to be copied may be scanned 
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as if they are to be faxed, and the scanner data is instead printed out to make a copy of the 
original document. 

In addition to the basic fax machine shown in Fig. 2, many existing systems integrate fax 
5 capability with other functions. For example, there are so-called "multi-function" or "all-in- 
one" systems that take advantage of the fact that a fax machine contains printer and 
scanner subsystems. A multi-function fax has an interface to a computer, and serves as a 
printer and/or scanner for the computer as well as operating as a stand-alone device or a 
fax machine remotely controlled from the computer. Other fax machines integrate the 

10 functions of a telephone and/or a telephone answering machine, sharing their telephone 
line connection between these functions and the fax function. This can be advantageous as 

q it is difficult for an answering machine and a fax machine to share a telephone line if they 
are not integrated. Finally, a large number of modems for computers, virtually all modern 
Q "internal" modems, also have the ability to support the fax data modulation schemes and 
|| communication protocols. Typically, the software for these modems allows fax "pages" to 
j :j be transmitted directly from the software applications of the computer in lieu of printing 

11 actual paper pages and then feeding them through a separate fax machine, and can 
;;1 receive fax data which is then displayed to the screen and/or printed on the printer(s) 

connected to the computer. In all of these cases, the quality that fundamentally makes a 
2g device a "fax machine" is its ability to communicate using the standard fax protocols, rather 
] ™ than particular physical components like the paper transport mechanisms, internal scanner 

or printer. 

Summary of the Invention: 

25 An object of the present invention is to provide a facsimile device that provides paperless 
operations. 

Another object of the present invention is to provide a facsimile device that utilizes the 
capabilities of a network server to store and archive data. 

30 
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Additional features and advantages of the invention will be set forth in the descriptions that 
follow and in part will be apparent from the description, or may be learned by practice of the 
invention. The objectives and other advantages of the invention will be realized and 
attained by the structure particularly pointed out in the written description and claims hereof 
as well as the appended drawings. 

To achieve these and other advantages and in accordance with the purpose of the present 
invention, as embodied and broadly described, the present invention provides an Internet 
appliance for transmitting and receiving fax messages. The Internet appliance includes a 
network connection section for communication with a network using both data protocols 
and fax protocols, a video section including a video signal output for outputting video 
signals to be displayed on a video display, a user interface signal receiver for receiving 
user interface signals generated by a reduced-keyset user interface device, and a 
processing unit which controls the network connection section and the video section to 
generate video signals for displaying received fax messages on the video display. The 
processing unit provides user interface functions via the video display and user interface 
signals, the interface functions enabling the user to control transmission, reception and 
display of fax messages solely through the reduced-keyset user interface unit. 

It is to be understood that both the foregoing general description and the following detailed 
description are exemplary and explanatory and are intended to provide further explanation 
of the invention as claimed. 

Brief Description of the Drawings: 

Figure 1 illustrates a conventional fax transmission configuration. 
Figure 2 illustrates a conventional fax system. 

Figures 3(a) and 3(b) illustrate an Internet appliance according to embodiments of the 
present invention. 

Figure 4 shows the keypad layout of a reduced-keyset user interface device useful as a 
user interface device for an Internet appliance. 
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Figure 5 illustrates a network connection topology for an Internet appliance using a modem. 
Figure 6 illustrates the structure of a fax-compatible Internet appliance according to an 
embodiment of the present invention. 

Figure 7 illustrates a fax-compatible Internet appliance communicating with another fax 
system using a point-to-point topology. 

Figure 8 illustrates a fax-compatible Internet appliance connected via a network to a server 
system. 

Figure 9 illustrates a communication topology for peer-to-peer fax messaging between two 
fax-compatible Internet appliances via the Internet. 

Figure 10 illustrates a communication topology for fax messaging between two fax- 
compatible Internet appliances via an Internet server. 

Description of the Preferred Embodiments: 

Internet access devices typically refer to devices that have limited computing and storage 
capabilities and are typically connected to a network such as the Internet to utilize the 
capabilities of other devices on the network. An "Internet appliance" (IA) according to 
embodiments of the present invention is a device that is capable of providing full functionalities 
of an Internet access device but has a compact structure and a simple user input device 
having a simple keypad with a limited set of numeric and function keys. Thus, although most 
functions performed by the Internet appliance can be performed by a PC, other types of 
Internet access devices or a system of a plurality of networked devices, the uniqueness of the 
Internet appliance lies in its simple and compact structure, and its ability to provide user 
interface using a simpler user input device than a text-entry keyboard and a mouse required for 
a PC. In particular, an Internet appliance that works with a reduced-keyset user interface 
device with a minimum set of keys for user interface provides simplicity of operation and over- 
all ease of use. 

Referring to Fig. 3(a), an Internet appliance 1 according to an embodiment of the present 
invention is a small device that includes a processing unit 10; a wired or wireless network 
connection section 12 such as a modem for communication with a network; a video section 14 
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including a video signal output, such as a television interface for outputting video and audio 
signals, or separate video and audio signal outputs; and a user interface signal receiver 16 for 
receiving user interface signals from a reduced-keyset user interface device 2, such as a 
consumer-type remote control unit. The above components are preferably contained in a 
housing 1 1 or provided on the outside surface of the housing to form an integral unit. The 
processing unit 10 is connected to the network connection section 12, the video section 14 and 
user interface signal receiver 16 and controls all functions of the Internet appliance 1 . The 
reduced-keyset user interface device 2 is a device that has a small number of keys and 
transmits a small number of keystroke signals associated with the keys. As used in this 
specification, the term "reduced-keyset user interface device" does not include a device that 
has a full text-entry keyboard. The video section 14 can be connected to a display such as a 
television for displaying information, and the Internet appliance unit 1 typically does not have its 
own video display or other graphic display devices in the interest of reducing the device size. 
The user interface signal receiver 16 is the only device for receiving user interface information 
from the user (via the reduced-keyset user interface device 2), and the Internet appliance unit 
does not have its own keyboard input device with text-entry keys. The lack of an integral 
video display device and a keyboard allows the Internet appliance to have a compact 
structure. User interface is provided solely through the cooperation with video display and 
the reduced-keyset user interface device 2. 

As shown in Fig. 3(b), several features may be added to most Internet appliances, although 
not required, including: an audio output 18, an audio input 20, a video input 22, and visual 
indicators 24. These features may be actual input and output devices such as a speaker, a 
microphone, and a video camera that are housed in the housing 1 1 , if they can be made 
sufficiently compact. Alternatively, they may be input and output signal terminals provided 
on the housing 1 1 for connecting with external devices such as speakers, microphones and 
video cameras. The audio and video inputs are used to capture and store voice and image 
information from the user. The audio output 18 may be used to produce a user-feedback 
sound such as a beep or click each time a user key press on the user interface device is 
received and processed. If a key press is received but ignored because it is currently 
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invalid, the Ul remains silent or make a different (error) sound. The visual indicators 24, 
such as an LED panel, are typically provided on the housing 1 1 for providing the user with 
visual indications of system statuses. All of the individual components of the Internet 
appliances described above are known in the art and/or commercially available. 

The Internet appliance according to embodiments of the present invention cooperates with 
a reduced-keyset user interface device to accomplish all user interface functions. As used 
in this specification, the term "reduced-keyset user interface device" refers to an input 
device having a small number of numeric, direction (arrow) and function keys that 
generates a small set of keystroke signals. The term reduced-keyset user interface device 
does not include a device that has a full text-entry keyboard. In this specification, the 
description "a small number of keys" is understood to mean a set often numeric keys, a set 
of four direction keys, and a limited number (such as 3-5) of function keys. An example of a 
reduced-keyset user interface device is a consumer-style remote control unit (RCU). 
Another example is the keypad of a cellular phone. In other words, cellular phones, which 
has infrared and/or radio frequency transmitters and receivers, may be used to interact with 
an Internet appliance. 

Fig. 4 illustrates a layout of a typical reduced-keyset user interface device 400, which 
includes a set of ten numeric keys 402, four arrow or direction keys (Up 404, Down 406, 
Left 408, and Right 410), a Pound key ("#") 412, a Star key ("*") 414, a Select key 416, and 
an On/Off toggle key 418. Alternatively, the four arrow keys may be replaced by a 
"joybutton" type of device (input device that has single switches in the cardinal locations 
instead of multi-value analog sensors). This preferred layout (400, generally) of 18 keys is 
optimized for ease of use and operation. This key set has the additional advantage that it is 
very similar to the keypad found on cordless telephone handsets (such as the Star and 
Pound keys). Of course, the keys on the user interface device, especially the function keys 
such as the Pound, Star and Select keys, may be labeled differently without affecting the 
basic function of the user interface device. In addition, more or fewer keys may be used, 
and auxiliary keys such as shift, control or alt keys may be provided to expand the number 
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of keystroke signals. A keystroke input device satisfies the requirement of a reduced-keyset 
user interface device according to the present invention so long as it has relatively few 
function keys and does not have a full set of text-entry keys. Further, depending on 
application, the reduced-keyset user interface device may be a wireless or wired device, or 
integrally provided on the housing of the Internet appliance. For example, for a fax- 
compatible appliance to be used in shared environments (like an office), it may be 
preferable to provide the user input keypad directly on the housing of the appliance, rather 
than having a separate "remote control" type input device. This minimizes the risk that the 
user input device is separated from the appliance and lost. 

A graphical user interface (GUI) that enables a user to interact fully with an Internet 
appliance using a reduced-keyset user interface device is described in commonly assigned, 
co-pending patent application entitled "Internet Appliance Using a Reduced-Keyset User 
Interface Device," (re-titled "Internet Appliance for Interactive Audio Visual Display Using A 
Remote Control Unit for User Input," Attorney Docket No. UNIQA-PPA3, filed July 11, 2001, 
under obligation of assignment to UNIQA, Inc., claiming benefit of priority from U.S. 
Provisional Patent Application, Serial No. 60/217,626, filed July 11, 2000) which is 
incorporated herein by reference in its entirety. 

An Internet appliance has a network connection section and is preferably connected to a 
network. A networked Internet appliance may be referred to as a "client device", and 
information may be processed by a multitude of servers on the Internet. The local client 
device has information processing capabilities, but it typically requires resources on the 
Internet to accomplish a large part of its functions. An Internet appliance, however, is 
typically able to perform certain information processing functions even when the network 
connection is inactive. The term Internet appliance is not intended to be limited to devices 
having any particular network connection configuration, and includes devices that are 
stand-alone for at least a part of the time. 
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A typical network connection is to the Internet, but other types of network may also be 
used, such as an Intranet. For internet appliances that connect to the network using a 
modem, an Internet Service Provider (ISP) is typically employed to provide the hardware 
and software infrastructure that provides the link between the modem in the appliance 
and the other systems on the network to which it connects. Fig. 5 illustrates an Internet 
appliance connection topology using a modem 42. In the illustrated embodiment, the 
Internet appliance 41 is connected to a local telephone exchange office 46 via a 
telephone line 44. An ISP AP/POP (Access Point/ Point of Presence) 50 is connected to 
the local telephone exchange office 46 via a multiline telephone service 48 and to the 
internet backbone 54 via a digital network connection 52 such as T1 , T3 or T5 lines. An 
Internet appliance network connection shown in Fig. 5 using a telephone modem is 
suitable for appliances that interoperate with fax systems, but the category of Internet 
appliance devices are not limited to those employing a modem for their network 
connection. Any network connection technology, wired or wireless, may be employed by 
an Internet appliance. 

A fax-compatible Internet appliance is an Internet appliance as described and shown in 
Fig. 3(a), with additional components that allow it to inter-operate with other fax 
messaging systems. Here, the term "fax messaging systems" includes any system that 
is capable to communicate using fax protocols, including fax machines, fax-capable 
computers, and other fax-compatible Internet appliances. Referring to Fig. 6, a fax- 
compatible Internet appliance 1 (hereafter referred to as "fax/appliance") is provided 
with a network connection section (modem subsystem 62) and is capable of 
communicating using both data (computer) modem protocols and standard fax protocols 
(referred to as a fax interface). Examples of a fax interface includes a fax modem, an 
interface IC having fax capabilities, etc. 

When using the fax/appliance 1, a video output signal 14 is connected to a video display 
64 such as a TV set (not a part of the fax/appliance). Incoming fax messages are 
viewed using the video display 64 without requiring a printer for printing a hardcopy. 
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Thus, the fax/appliance 1 provides an entirely paperless operation. This prevents any 
failure to receive a message due to a "paper out" or "paper jam " condition. Outgoing fax 
messages are composed using any data input or data capture and storage mechanisms 
available on the appliance. For example, when the fax-compatible appliance 1 is also 
provided with a web browser application, an image or block of text downloaded from the 
network may be transmitted as a fax message. An example of a web browser 
application running on an Internet appliance is disclosed in commonly-assigned, co- 
pending patent application entitled "Web Browser Implemented in an Internet 
Appliance," filed July 11, 2001, Attorney Docket No. UNIQA-PPA2 (formerly U.S. 
Provisional Patent Application, Serial No. 60/217,628, filed July 11, 2000). 

In addition to a conventional point-to-point connection configuration used by conventional 
fax systems (see Fig. 7), the fax/appliance may be connected to a network and take 
advantage of network servers to provide additional features to the user. Fig. 8 shows a 
communication topology in which the fax/appliance 1 is connected via an ISP AP/POP 82 
to servers 84 on the Internet 86. Using such a communication topology, the fax/appliance 
may use the remote servers 84 to store data on behalf of the fax/appliance 1 . This allows 
the fax/appliance 1 to archive a virtually unlimited number of received fax messages 
indefinitely. The remote storage server 84 may also be used at the time fax messages are 
received. For example, if the data buffer of the fax/appliance 1 fills up while receiving a 
message, it may "overflow" the incoming data onto the remote server 84. This allows the 
fax/appliance 1 to receive an unlimited number of messages before any are viewed, and 
ensures that incoming data will not be lost due to a "memory full" condition. 

To allow the fax/appliance 1 to overflow the incoming data onto the remote server 84, a 
mechanism is provided to allow the fax/appliance 1 to simultaneously maintain its 
connection to the transmitting fax system and to the server 84. This may be accomplished 
in a variety of ways. First, a single telephone line may be multiplexed between the incoming 
fax transmission and a modem network connection to the server. This approach may 
require modification of the fax or data modem protocols so that the system(s) 
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communicating with the fax/appliance 1 do not perceive an error condition during the time 
the fax/appliance is using the telephone line for the network server connection. Second, the 
fax/appliance may be provided with two or more modem subsystems for connection to two 
or more separate telephone lines. This allows one telephone line to be used for receiving 
5 the fax message while another is used as the network server connection. Third, the 

fax/appliance 1 may employ a telephone line technology that allows data transfers under a 
voice (fax transmission) connection. 

In addition, the fax/appliance connected to a remote storage server may provide a user 
10 interface for searching, filtering, and cataloging the collection of received fax message 

stored on the server. The user interface of the fax/appliance allows the user to create 
P and/or select a wide variety of search criteria using the reduced-keyset user interface 
Jjj device without having to enter large amounts of text. For example, commonly used criteria 
Q or categories may be displayed to the user as a list to select from. Other criteria may be 
jj entered as numbers, such as the date and time range of receipt of the messages, or the 
j| telephone number of the sender. As to the data to be searched, some of such data is 
s ; automatically available to the fax/appliance, such as the date and time a message is 
£j received. Some information is encoded digitally in the fax transmission so that it can easily be 
M- extracted, such as the telephone number of the sender. Other desired information for 
?Q searching may be extracted by having the server perform OCR (optical character recognition) 
^ on the images of each message page as they are originally stored, and saving the extracted 

data along with the message for use in future searches. Another type of searchable information 

is information provided by the user to be associated with each fax as the fax is viewed. This 

information could be entered directly, or selected from a pre-entered list of options, such as 
25 categories, or a nested folder storage organization. All searches could be performed using 

ranges or "fuzzy" matching, but these options are especially important when searching data 

extracted with OCR. 

Referring to Figs. 9 and 10, if both transmitter and receiver are fax/appliances, the transmission 
30 may be done across the Internet instead of requiring a point-to-point telephone connection. 
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This allows a single network connection on the appliance to be used for multiple simultaneous 
transactions. It also accommodates systems that have network connections other than 
standard telephone lines. The transmission may employ a client-to-client logical network 
connection, if the receiver either has a standing connection to the network or can be connected 
to the network on demand of an external system. If both appliances are connected to a server 
on the Internet, as shown in Fig. 10, the appliances may use the server to hold fax 
transmissions between the time one appliance transmits the messages and the time another 
connects to the network to receive the messages. When a communication topology including a 
server is used (Fig. 10), messages may be stored on the server and only downloaded to the 
receiver when a user is ready to view it. 

A fax/appliance can communicate with various types of fax message systems (conventional 
fax machine, fax/appliance, etc.) that use various connection topologies (telephone connection, 
Internet connection, etc.) without prior knowledge of the type or connection topology of a 
receiving fax system. When communicating with a another fax system for the first time, the 
fax/appliance employs a conventional fax protocol and a point-to-point telephone connection 
that is supported by all fax systems. During transmission of the first fax message, each 
fax/appliance informs the other that it is a fax/appliance and what its unique Internet destination 
information is. 

The fax/appliance may provide a "viewing confirmation" receipt back to the transmitting fax 
device. Existing fax systems typically report a successful conclusion, and terminate the 
telephone connection between the two communicating devices once the transmitter has 
sent all the data to the receiver and the receiver has stored the data in a buffer. Such a 
report, however, does not provide a confirmation beyond a successful transmission. In a 
fax/appliance, a viewing receipt may be automatically sent back to the transmitting fax 
system when the message is processed by the user, such as displayed on the video 
output, etc. In a fax/appliance shared by multiple users each having a password for access, 
the viewing receipt may additionally contain information about which user has viewed the 
fax message. Alternatively, the viewing receipt may be sent only when the desired 
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receiving user has viewed the message. The viewing receipt may include the date/time of 
viewing, the telephone number associated with the viewing fax/appliance, user ID 
information on the viewer available to the fax/appliance, and a portion (original or scaled- 
down size) of the first page of the fax for identification purposes. 

Several mechanisms may be used to send the return receipt message back to the sender 
of the viewed fax message. When the originator is a standard, conventional fax system, the 
receiving fax/appliance may generate a fax message containing the receipt information and 
send it to the originator using standard fax protocols. Alternatively, if the originating user 
(the human user) has an e-mail address, the fax/appliance may send a standard (SMTP) e- 
mail message to the user by automatically logging onto an e-mail server connected to the 
fax/appliance. The identity of the originating user may be extracted from the received fax by 
OCR, such as from the traditional to/from block at the top of the first page, and matched 
with e-mail addresses previously stored in the fax/appliance. If the transmitting system is 
also an Internet appliance, it may be configured to communicate the destination e-mail 
address (of the human user) for the viewing receipt to the receiving system at the time of 
the fax transmission. This may be accomplished by storing a list of user-e-mail addresses 
on the transmitting fax/appliance, and allowing the user to select an e-mail address when 
sending a fax message. As another alternative, when both the transmitter and receiver are 
fax/appliances, the transmitting appliance may send its internet IP address, hostname, or 
another unique identifying address to the receiving appliance. Subsequently, when the 
message is viewed by the user, the receiving appliance opens a TCP/IP connection to the 
transmitting appliance to send a viewing receipt. The fax message that is being confirmed 
is uniquely identified by the transmitting and receiving appliances and a portion of the 
image need not be sent back. The viewing receipt may be sent either at the time of viewing, 
or at a later time such as non-peak hours. 

In addition to holding a received message to be viewed and/or forwarding it to a network 
storage server, a fax-compatible Internet appliance may be configured to operate as a 
gateway between fax messages and e-mail systems. The gateway operates in either or 
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both directions, i.e., for receiving or transmitting faxes or both. To provide a gateway for 
forwarding a received fax message to an e-mail system, the fax/appliance receives the fax 
message normally, and then determines a destination e-mail address to which the fax 
should be forwarded. The forwarding email address may be determined in several ways. 
For example, a single destination e-mail address may be used for all incoming- faxes. If the 
fax/appliance services multiple incoming telephone numbers or lines, the faxes may be 
forwarded to a different destination e-mail address for each incoming telephone number. 
The fax/appliance may also determine a destination e-mail address based on the fax 
telephone number of the transmitting fax machine by using a lookup table. The telephone 
number of the transmitting fax machine may be extracted from the callerlD signal or 
embedded information in the fax message. Further, OCR may be applied to the beginning 
of the fax message to identify the recipient, and then this information is used to look up a 
destination e-mail address. 

Once a destination e-mail address is determined, the fax/appliance composes and sends a 
standard (text, SMTP) e-mail message. The bitmap images of each fax page may be re- 
encoded into a standard graphic image format (such as GIF, JPEG, or TIFF) and 
transmitted as attachments to the e-mail. Alternatively, OCR may be performed on the fax, 
and the result used to create a text message, or a text message with small embedded 
graphics if the fax contains graphics that will not OCR, such as could be accomplished by 
converting it into HTML. The composition of the outgoing e-mail message may be 
performed by the fax/appliance, or by a server (such as the same server the fax/appliance 
uses for archival storage) after the received fax message is forwarded to the server. 

The fax/appliance may also operate as a gateway to convert e-mail messages into fax 
messages. To forward incoming e-mail to other fax machines as fax messages, the 
fax/appliance is configured to poll for the arrival of messages in one or more e-mail 
accounts on a network e mail server. New e-mail message are downloaded, and the 
fax/appliance determines the destination fax telephone number for each e-mail. This may 
be done by associating a fixed destination telephone number with each e-mail account it 
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services, or extracting the destination telephone number from a field in the e-mail message 
header, or extracting the destination telephone number from the body text of the e-mail 
message, etc. Once the destination telephone number is determined, the fax/appliance 
dials the number and renders the contents of the e-mail message into fax bitmap format. 
For example, text contained in the e-mail message is rendered into page images using 
fonts and layout guidelines within the appliance. 

To provide additional flexibility, a fax/appliance may be connected to or integrally formed 
with one or more of the l/Os and subsystems of a conventional fax machine, such as 
scanner subsystem, printer subsystem, and paper transport paths. Such an expanded 
fax/appliance system provides abilities not provided by either a conventional fax machine or 
a more basic fax/appliance. For example, by incorporating a printing subsystem into the 
basic fax/appliance, the user has the option of printing selected faxes or selected pages of 
faxes after viewing them, or printing multiple copies of selected faxes or pages. In addition, 
messages may be stored (locally or remotely), and hardcopies generated at a later time 
when needed. Moreover, if a fax/appliance contains a printing subsystem is also configured 
as an e-mail to fax gateway, it may generate hard copies of incoming e-mail messages 
either automatically or on demand. As another example, incorporating a scanner 
subsystem in a basic fax/appliance allows fax messages to be sent from paper documents. 
This is convenient for sending text as fax messages, because an Internet appliance does 
not include a text keyboard for entering text. 

Even when an expanded fax/appliance system described above is used in a mode similar 
to a conventional fax machine, the video output and user interface features of the 
fax/appliance is useful for providing flexible and friendly user interface. Conventional fax 
machines have very limited user interface capabilities because they use minimum size and 
resolution displays (typically a small text LCD) with a minimal number of input keys. With 
the high-quality display device (e.g. TV screen), a fax/appliance provides easy-to-use user 
interface for functions such as maintaining a fax number database, sending multiple 
transmissions of a single document, etc. 
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Secure fax message exchange, which requires extended fax protocols but not Internet 
connection, can be accomplished by public-key encrypting compressed bitmap data during 
transmission. Several encryption schemes are known and used in document transmission, 
but have not been used in fax systems. In one method, if both the transmitter and receiver 
systems have their own pair of encryption keys (public and private), the transmitting system 
can encrypt the fax message using its private encryption key, so that it can only be 
decrypted by the use of the transmitter's public key. This type of encryption, often referred 
to as a digital signature, is used to verify the identity of the sender of the message. In the 
context of fax messages, it can be used to verify consistency in authorship of messages. 
With the addition of a third party (to correlate the owner/user(s) of the fax/appliance with its 
public key and digital certificate) the digital signature can be correlated to a specific user. 
The transmitting system can also encrypt the fax message using the receiver system's 
public encryption key. This ensures the security of the transmissions contents against 
interception of the telephone call. 

When a fax/appliance is shared by multiple users, multiple secure "accounts" using 
username/password pairs or other user authentication mechanisms may be implemented 
so that only intended users may view the messages. One way of accomplishing this is for 
the receiver system to automatically send its list of users to the transmitter system after the 
transmitter has established a telephone connection with the receiver. The user at the 
transmitter end may then select one or more of the receiver's users from the list for viewing 
the message. The selection may occur concurrently with the transmission of the message 
to save telephone connection time. Also, to protect the privacy of its user list, the receiver 
fax/appliances may be configured to give out the user list only to "known" transmitters. 

The above secure fax message exchange features are implemented as set forth in an 
APPENDIX attached hereto, the disclosures of which are incorporated herein by reference. 
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It will be apparent to those skilled in the art that various modifications and variations can be 
made in the fax-compatible Internet appliance of the present invention without departing 
from the spirit or scope of the inventions. Thus, it is intended that the present invention 
cover modifications and variations of this invention that come within the scope of the 
appended claims and their equivalents. 



17 

UNIQA-PPA1 

Express Mail Label No. EF279147310US 



